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Statement Accompanying CPNI Certificate
EB Docket No. U6-36

p.02

lK Communications, Inc. (the "Company") does not use, disclose or permit access to Customer
Proprietary Network lIlformation ("CPNf') except as pem.illed or required hy law pursuant to 47
U.S.c. § 222. The safeguards set forth in Sections I and J below are followed hy the Company,
and. to thl:' l:'xtertt that the Company finds it nccessary to usc, di.close or permit acee" to CPNI,
the operating procedures in Sections A-H below are observed.

A. Definitions. The terms used in this Statemcnt have the same meaning as set forth in 47
C.P.R. §64.20o:J.

B. Use of CPNI. It is the Company's pulicy that the Cumpany may usc, disclose, or permit
aeeess to ePNI for the purpose of providing or marketing service offerings among the categories
of service (i.e.. local. interexehangl:', and interconnc'clcd VOIP) to which the customer alr"udy
subscrihes from the Company, without customer approval.

To the exlent thai the ComplUly pruvidcs diffcrent categories of service, and a customer
subscribes to more than one category of service offered by the Company, the Company may
share CPNI among the Company's affiliated entities that provide a service offering to the
cu~tomcr. However, to the extent that the Company provides different categories of service, but
a eu~tome.r does not ~uhscribc to mOre than one offeril1g, the Company does not share CPN( with
its affiliates, except by following the requirements described herein.

The Company does not usc, disclose, or permit access to CPNT to market to a customer any
service offerings that are within 1I category of service to which thc sub~"rih"r docs not already
suhscribe from the Company, unless the Cumpany has customer approval to do so. The
Company does not use, disclose or pcrmi t access to CPNT to identify or track cllstolners that caJl
competing service providers.

Notwithstanding the forgoing, it is the Company's policy that the Company may usc. disclose, or
permit access to CPNI to protect the rights or property of the Company, or to protect users of
those services and other carriers from fraudulent, ahusive, or unlawful use of, or SUbscription to,
weh services.

C. Customer Approvals.

It is the Company's policy that the Company may obtain approval through written, oral Or
electronic methods. The Company acknowledges that it hears the burden of demonstrating that
any oral approvals have been given in eumplianee with the Commission's rules. The Company
hOllors all approvals or disapprovals to use, disclose, or permit access to a cUfi(omer's CPNI until
the customer revokes or limits such approval or disapproval. The Company maintain, records of
approval, regardless of the form of such approval, for at lom;t one year.

Opt-Out and Opt-In Approval Proc""",. It is the Company', policy that i1 may, SUbject IU Opl
out approval or opt-ill approval, use its custolller's individually identitiahle CPNT for the purpose
of marketing cOllllllunications-relatcd services to that customer. It is the Company's policy that it
may, sUbJcct tu opt-oUl apprUVal or opt-in approval, disclose its customer's individually
identitJable CPN I, for tht: purpose of marketing communications-related services to that
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customer, to its agents and its affiliates that provide communications-related services; and its
joint vent\Ire parmefs and independent contractors who do the same. It is the Company's policy
that it may also permit such persons Of entities to obtain access to such Cl-'Nl for such purposes.
Except as pmvided herein, Of as otherwise pmvided in Section 222 of the Communications Act
of 1934, as amended, the Company only uSeS, discloses, or permits access to its customer~'

individually identifiahle ePNl subject to opt-ill appmval.

D. Notice Required For Use Of Customer Proprietary Network lnfonnation. It is the
Company's policy that prior to any solicitation for customer approval, notification is provided to
the customer of the cuslOmef's right to restrict use of, disclosure o( and access to that customcr's
CPNL Thc Company maintain, such records of nutification, whether oral, written Or electronic,
for at least une year. It is the Company's policy that individual notice to customers is provided
when soliciting appmval to lISC, disclose, or permit access to customers' CPNL

E. Notice Content Requirements- Company notices Illu,t comply with the following
requirements:

I. Notices must provide sufficient informatioll to enable the customer to make an informed
decision as to whether to pcrmit the Company to use, disclose, or permit access to, the customer's
ePNI.

2. Notices must state that the customer has a 6ght, and the Company has a duty, tinder federal
law, to protect the cunfidentiality of CPN L

3. Nutices mtlst specify the types of information that constitute CPNI and the specific entities
that will receive the CPNT, describe the purpos", for which CPNI will be used, and inform lhe
customer of his or her right to disappmve thosc lISCS, and deny or wi thdraw access to CPNI at
any time.

4. Notices must advise the customer of thc precise steps the customer mllst take in (}(der to gram
or deny access to CPNJ, and must clearly state that a denial of appmval will not al'fecl the
provision (If any services to which the customer subscribes.

5. Notice" must be comprehensible and musl not he miBlcacling.

6. To the extent that WriLLen Notices arc provided, the Notices are clearly legible, use sufficiently
large type, and are placed in an area so as UJ he readU y apparent to a customer.

7. If any portiou of a Notice is translated into another language, then all portions of the Notice
must be translated into that language.

8. The Notice may state that the custom~'s flppnlval to use CPNT may enhance the Company's
flbility to offer products and serviccs tailored to the cuslomer's needs. The Notice may also state
that the Company may be compelled to disclose CPNJ to any person upon alfintmtive written
request hy the customer.

9. Notices may not include in the notification any statemcnt attempling to encourage a customer
to freeze third party access to CPNI.
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ID. NoLices lUuSt state that any approval, or denial of approval for the u~e of ePN! oUlsiLle of the
service [0 which thc customer already sUbscribes from the Company is valid until the customer
affirmatively revokes or limit, such approval or denial.

II. The Company's solicitation jl)r approval must be proximatc to the Notice of a customer's
ePN! rights.

F. Opt·Out Notice Requirements. It is the CompaJIY's policy that Notices to obtain opt-out
approval be given only through electronic Or written mcthods, and not by oral communication
(except as provided with respect to one-lime usc ofCPNI helow).

The contcnts of any such notification must comply with thc Notice Content Requirements
described above.

It is the Company', policy to wait a 3D-day minimum period of time "fter giving customer;
notice and an opportunity to opt-out before assuming customer approval to usc, disclose, or
permit access to CPNL This 3D-day minimum period is calculated as follows: (1) In the case of
an elcctrorlk f"rm of notification, the waiting period shall begin to run from the datc on which
the Notice was sent; and (2) In thc case of Notice by mail, the waiting period shall begin to nm
1m the third day following the date that the notification was mailed. It is the Company's policy
to notify customers as to the applicable waiting period for a response before approval is assumed.

For those instances in which the Company lL~es the opt.out mech:mi~m. thc Company provides
notices to applicable customcrs every two years.

For those iJl"tanceH ill which thc Company lISCS c-mail to provide opt-out notices, (he Company
follows the additional requirements in addition to the requirements generally applicable to
notification:

(I) Thc Company must obtain e;<pres~, verifiable, prior apprOVal from consumers to send notices
via e-mail regarding their service ingcncral,orO'Nlin particular:

(2) The Company must allow customers tn reply directly to c-mails containiug CPNl notices in
order to opt-nuL;

(3) Opt-out e-mail notices that are returned to the Company as undeliverable mlL,t be sent to the'
customer in another form hefore the Company considers the customer to have receivcd notice;

(4) The subject line of the message must clearly and accuratcly identify the subjcct matter of the
e·mail; and

(5) Thc Company makes availabl", to every customer a method to opt·out that is of no additional
cost to th", customcr and thaI is available 24 hours a day. seven days a week.

G. Opt-In Notice N.equiremcnt-~. It is tbc Company" policy that Notice, to obtain opt-in
approval be given though oral. written, or electronic mcthods. The contents of any sucb
notification must comply with tbe Notice Contcnt Rcquirements described above.
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H. One-Time Use of ePNI Notice Requirements. The Company may use oral nolice to obtain
limited, oIlc-time use of CPNl for inbound and outbound customer lelephonc contact, for the
duration of thc calL The Company requires that the contents of any such notification must
comply with the Notice Content Re4uirements deserihed above, except that the Company may
omit any of the following notice provisions if not r':'levant to the limited usc for which the
Company sceks CPNI:

(1) Thc requirement that the Company advise customcrs thaI if thcy have opted-out previously,
no action is needed to maintain the opt-out election;

(2) The requirement that the Company advise customcrs lhal they may share Cl>NI with their
affiliates or third-parties and nced not name thosc entities, if the limited CPNI usage will not
result in use hy, or disclosure to, an affiliate or third-party;

(3) The requirement that the Company disci""" the mean. by whieh a eu"t,'mer can deny ur
withdraw future access to ePN!, so long as explanation is given to customers that the scope of
the approval the Company seeks is limited to one-time use; and

(4) The Company may omit disclosure of the precise stcps a customer Ulustlake in OJ:der to grant
or deny access to ePNI, as long as the Company elearly communicates that the customer can
deny access to his CPNI for the call.

T. Safeguards Required for the Use of ePNI. It is the policy of the Company to train its
per,omld as to the circumstances under which ePNI may, and may not, be used or disclosed. In
addition. the Company has estahlished a wrillen disciplinary process in instances where its
personnel do not comply with establi,hed policies. It is the Company's pohey to rcquire that a
record be maintained of its own and its affiliates' ~ales aud marketing campaigns that use their
customers' CPNI. The Company maintains a record of all instances where Cl>Nl was discI used
or provided to mher third-partie~. or where third-parties were allowed to access such CrN'- The
Te{.wd includes a de,eription of each campaign, the specific CPNI that was used in the campaign,
and what products and serviee~ were offered as a part of the campaign. Sucb reeord~ are retained
for a minimum of one year.

The Company hlL<; established a mandatory supervisory review process regarding compliance
with ePNI rule~ for outbound marketing. Sales persorUlcl must obtain supervisory approval of
any proposed outbound marketing reque~t fOr customer approval. The Company's policies
require that "'''"rd" pertaining to such carrier compliance be retained for a rnininJ.um period of
one year.

In cOlnpliauee with Section 64.2009(e), the Company will prepare a "compliance certificate"
signed by an officer on an annnal hasis Slating that the officer has personal knowledge that the
Company has established operating procedures that are adecIuate to ensure compliance with 47
C.P.R. § 64.2001 el seq. The certificate is to be acc(lTIlpanied by this statement and will he tiled
in EH Docket No. 06-36 annually on or hefore March I, for data pertaining to the previous
calendar year. Thi. tIling will include an el<planati"n "f any actiolls taken against (lara brokers
imd a summary of all cu~tomer complaints received in the past year concerning the unauthorized
release of CPNl.
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[t is the Company's policy to pruvidc wrillen notice to the FCC within five business days of any
instance where the opt-out mechanisms do not work properly, such thllt a consumer's inability to
opt-out is more than an anomaly. Tbe written notice shaH comply with 47 CF.R. §64.2009(1).

J. Safej!;llards on the Disclosure of CPNI. IL is the Company'~ policy to take reasonable
measures to discover and protect against attempts to gain unauthorized access to CPNl The
Cnmpany will properly authenticate" cu"lnmer prior to disclosing CPNI ba.•ed on custOJllcr
initiated telephone contact, online access, or uHture visit, if applicable.

E:. NottncadoD of CPNI Security Breaches.

(J) It is the Company's policy to notify law enforcement of a breach in its customers' CPNI as
provided in this section. TIltl Company will not nOlify ils customers or disclose the breach
publicly until it has completed the proees!> of notifying law enrorcement pursuant to paragraph
(2).

(2) As soon as practicable, and in no event later than seven (7) business days after reasonable
determination of the b",,,r;b. thc Company will electronically notify thc United States Secret
Services (USSS) and the Federal Hureau of In vesligation (FBI) through a central reporting
facility.

(a) NOlwithstanding slate law to the contmry, the Company shall not notify customers or disclose
the hreach to the public until 7 full business days have passed after notifi~ati"n tn the USSS and
the FBI, except as provided in paragraphs (b) and (c).

(b) If the Company believes that there is an extraordinarily urgent need to 1I0tify any class (If

affected customers sooner than otherwise allowed under paragraph (a), in order to avoid
immediate and irreparable harm, it will so indicate in its notification and lllay proceed tv
immcdiately notify its affected eustvmers only after consullation with the relevant investigation
agency. The Company will cooperate with the relevant investigati.ng agency's request to
minimize any adverse effects of such cu~tomer notification.

(c) If the relevant investigating agency determines that public disclosure or IIvlice lv customer
would impede or comprumise an ongoing Or potential criminal inve$Ligation or national Necurity,

such agency may direct the carrier not to so disclose or nVlify for an initial period of up to 30
days. Such period may be extended by the agency as rcasonably necessary in the judh'llient of
the agcncy. rf sucn direction is given, the agency sllallnolify the carrier whcn it appearS that the
puhlic disclosure or notice 10 affected custOmers will no longer impede or compromise a criminal
invcstigatiun VI' nalional security. The agency shall provide in writing its initial direction to the
carrier, any subsequent extension. and any notification that notice will no longer impede or
compromise a criminal investigation or national security and such wrilings shall be
contemporaneously logged on Ihe Saillc tcp(,rting facility thaI contain" rer;ords of notifieatiom
tiled by the Cvmpany.

(3) Customer Notification. After the C"mpany has Ilotil1ed law enforcemem pw-sUant to
paragraph (2), it will notify its customers of breach of those custolllers' CPNI.

(4) Recordkeeping. The Company will maintain a record, electronically or in some other
manner, of any breaches discovered., notifications made to the USSS and the FBI pursuant tu
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paragraph (2), and nuli lications made to customers. The record will incl\lde, if availabltJ, dates
of discovery and notification, a detailed description of the ePN! that was the s\lhject of the
hreach, and the circumstances or the breach. The Company will maintain the record for a
minimum of2 years.


